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Abstract: To propose an effective detection method for DNS-based covert channel, traffic characteristics were thor-
oughly studied. 12 features were extracted from DNS packets to distinguish covert channels from legitimate DNS queries.
Statistical characteristics of these features are used as input of the machine learning classifier. Experimental results show
that the decision tree model detects all 22 covert channels used in training, and is capable of detecting untrained covert
channels. Several DNS tunnels were detected during the evaluation on campus network’s live DNS traffic.
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Fz5  HWMINIZELSIMEY DNS Baki@iE
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Heyoka
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4.5 LPRIMET(E

ASCRT DNS 6 I8 18 A S VL AT T SR,
ARPESIZIT Y] DNS it R I W B o 5470
FRN R G AE BRSO M 45 L ) DNS i
PR ss A BT T8, KR RAAE SEpR B g
FIRCH . RGN DNS iRk H 25 30 J7 /M5 1P
Hili:, DNS IEKEZ) 3 000 K/Fb.

WELEIE A8 )5, DNS Bdiiid #4010 &
HERTAEIA RO 11 J7 %%, WARTH 5K 5S0MB. 4
IERFSE 10h IS ATFIRI,  SERRER GRS SR a5k
6 Fime RGSLPET 30 TAFEAREN 32558, H
o310 AR H IRE AR TREOETS, RGN
SEARG I 3 7 AP ST 1) B e 08 308 1R AFAE

%6 SEPRIME MR &L
TR 4R PRt
EENISE 3 302 528
LioRUIEA 3 310
i 7 S i 7
FEARIRIR 324 (0.107%)
ELORE P5Y 4 9 665
B AR 38 (0.393%)
CEAHSE 2 802
WA RN 23 (0.821%)
DNS &4 S5 64 473
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Info

standard query A d.xBFCBNIAYRVOWRESHL-E. - ¥
standard query A d.7kZ1pA1ASEC1s6zpqw2bATSbVUd7 Telhvex PFQT4ubroSAYXjameKar 690k, Zr 1TH-X1MODgs_F7r UBr UIWKNZUTOY3vEWFgooTYr YMavy_nobSZGIBTTYAD. 17UCONSLN9IDE
Standard guery A d.WOBIUN1Aswo RF7ITVBXQOObWwAZgVih66CIKGXYFEhSZw_f7Zk19HgWGIND. UYIbvm7 KCWpbNZn627dZgoZ SwPwSaT3cr V2 ImKnhTU7 6FUPUSTQKMPOEZ2C7. 51ybswWISAWRS T
standard query A d.pz91JA1AC] cVpDSPFPOM39r UIXQPE_7 TXrU-qB5qL IRQTMGA IXED JhEYC726G. Rar JCHehhHWr ki rwGkkHOX]Kxc2-25s0kzwIKPZXe1nAr pv_fIFxw1Y8raI2. sglsoipk_leet
standard query A d.7kzULA1AUhKEb2WKr aFury1CTbfRVRheiBOTUT c251FSLMIW2WI 3QPASNF-X. 1K_rvDF-FVbW]gmcs A0 ID IKgGEQpEePakfWMMMIZK I Iwi_wr 30D TUIx8dwwy. T8j515Qds210¢
Standard guery A d.eS1TIALACIST3CNNaLh34umyhXPegrCGes UPXYRUD: 7

standard query A d.R3JCQUALAACUELPU: 2EsQFDI

standard query A d.nvnO_N1AAFZdsBOy2WwSR1BOUTTg11w-0veT40m0

standard query A d.F&jyiAlamem-nhIN3RTydvRdalhey7BfdSXNEOEXWYD.

Standard query A d.6dzPWz1AXSVGPvVgqSLXZUFdQMyIWSRa1nzzD 1HWi 0TC_XMbCRGYOmPTOy41L . UpIVASaU_BHYraEQT3YX4Np118IomIXTES 11baM2yKOKTxBH10FEI3X2IP3A. erYOT25BREV_ ;|
standard query A d.Q111ZA1A1CUSCZZZMIyaey27XPVROVPH1-Z_VE3Mm5ZMHOETBIQQQeTETUEHO. ZT5 ey egnwmGd TUKLXGPT 1WWV_XydDdRVCWZ F MR bb2Q 1 KUSh45 0GETBENGOS X . S2r 4X15_27gV|

Standard query A d.pzfn811AAPKDUONIBFITR:

Standard query A d.Fkklrz1APe3hvEKYtNnCBAVMM]7IUMET

standard query A d.bygGTA1k3DBSWIFI3W11Lmy-L1Sr10Hr3TgbSbMAVIVT3rWOFK3KOW3d4VOR . ZHKS 0T 1XBN7 prXxnc TYUYROWF ThOUB29BKgY 4 € S8GGEBF S hVOZ Awqdg J2Ey . V7 UGSUKZDOGQH
standard query A d.cnE0Zz1UTvNxGnoz73ihCpva1081cvixugkklozskkglkBCRKS1SLYMG3ZOLM. NUTVEXX-0INZrzVvUSGes X 4-mhxTs-11VuvoFn23nof seTPway_DNTTiCE. THaRQ2Z 7UZZHe|

standard query A d.OK4TK11AAIXELpL: 2ESQFDI

Standard query A d.R2YA411AmW-DZIA4YVUY7 IuTSvCOXBCU

standard query A d.xdg3uN1Auuj3yiPHV_RWNFbQd4HTZEGTCTiO_nthogse1dByG15 c3ef7L6AD. 1Xcqs0wTq_kmzkzh1gz FGKOIZmgRAXXWPUTZMFE3-gB0NZ e9qhz 8HYh17Z2Ys. 4QSLCEOZbP_~1
Standard guery A d.bYbikz1AuuO3YjPHv_RwNFBQd4HIZEGTCTI0_ntho9561dByG15c3ef7L6AD. 1Xcqs0wtq_km2kzh1gzFGKO] AXXWpUT
Standard query A d.7mBqcN1AkdXoSp4DbOUF16RSIGiEEEIW 11T 4eIHPGT4z_BUb15Zxg0akz ah. TKCK11-YZnZ eTHZ W20t hSXRQVRMTYXLL ITAYNPdL JQEENCXPLE7 jU_FiS5Y7. VEFE7CZZ INS ¢
standard query A d.elLrHhN1Ak]3207 TDASOVVPXUDKBOKF90F KWHEHDZ BZ 20mCrwy-VEXSOU_L_T . TSPhKSKUTHUYMT4Wss I KyXT eHi HBIKIYUX2PWNIYYTmS U111 V1ZXSRDONAA. AAAAARAAAAAAL
Standard guery A d.Rss84A1kmakPbdIMEjwxLck3Jyjey4INnr5pTiTc6ogVTTEO2eRIRYAMZ CIN. _4R14gVEmqdgLYH43D1aCEN1 OVBS04Th1SecrDkS 8TRS1bVr USdFCRUONGCL. nwkOWmzm7 4831

17zYs. 4Q5LCEOZBP_—1

standard query A d.853ZHN1AA18MZYUOYEBWW

Standard query A d.RjCQUALAALXBLPLS 2EsQPDI

Standard query A d.x1rIHN1AdOYCxm7 1QZaDMB5TyhhIaaavZevGevyip_1DLDECAdCez 2337pdD . nObdknpawF 1UrLVEwPY11LeexvAXDJLUSNr hr U43DAINDCYFUI7LS INIX7bX, -V2bZ8gT_e-e)|

standard query A d.XL83VN1AGZwenwWQv44GEQIDTLskiDsMcrpvhc 1y IX05qPE1SFGe3z ecq2Gfs . SEWAUNZCRIGO4FM @917 2 1 P-wrz gHANS HXKyTL L -pdat4elz YkhVXxgT9bNU. cmU1PHeo 1z e
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